МИНИСТЕРСТВО ОБРАЗОВАНИЯ                   

     БЕЛГОРОДСКОЙ ОБЛАСТИ

ОБЛАСТНОЕ ГОСУДАРСТВЕННОЕ АВТОНОМНОЕ ПРОФЕССИОНАЛЬНОЕ   ОБРАЗОВАТЕЛЬНОЕ УЧРЕЖДЕНИЕ  «АЛЕКСЕЕВСКИЙ КОЛЛЕДЖ»
ПРИКАЗ

	от
	«
	18 
	»
	марта
	2022 года
	
	№
	  


О мерах по повышению

защищённости информационной

инфраструктуры ОГАПОУ «Алексеевский колледж»
В соответствии с письмом министерства цифрового развития Белгородской области от 15 марта 2022 года №12-04/273, письмом министерства образования Белгородской области от 17.03.2022 года №17-09/11/0937 с целью предотвращения реализации угроз безопасности информации, связанных с фишингом, на основании докладной записки заместителя директора Решетниковой Г.Л. от 18.03.2022 г.,
приказываю:

1. Всем сотрудникам ОГАПОУ «Алексеевский колледж»:
1) запретить использовать в служебной деятельности:

-
 бесплатные почтовые сервисы (Mail, Yandex, Google и другие);

-
 различные иностранные сервисы, такие как Google-календари, электронные таблицы и т. д.;

-
 иностранные сервисы видео-конференц-связи, такие как Zoom, Skype и другие;

-
 автоматизированные рабочие места при не функционирующих должным образом средствах антивирусной защиты.
2) ознакомиться с распоряжением Правительства Белгородской области от 27 сентября 2021 года № 454 «О централизованной системе антивирусной защиты информации» (Приложение 2) и Памяткой пользователя по антивирусной защите информации (Приложение 1).

3) ознакомиться с информацией о дополнительных мерах по обеспечению информационной безопасности при работе с электронной почтой (Приложение 3).
2. Контроль за исполнением настоящего приказа оставляю за собой.

	Директор ОГАПОУ

 «Алексеевский колледж »     
	
	О.В. Афанасьева


С приказом ознакомлены:
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IMAMATKA
0JIb30BaTe sl 10 AHTHBHPYCHOM 3amuTe

B umensix 3ammTel OT TPOHUKHOBEHUs BPEJAOHOCHBIX INPOrpaMM Ha
aBTOMaTH3MPOBaHHOM pabouem Mecte (1anee - APM) cOTpyIHMKOB OpraHOB BJIacTH
yCTaHaBJIMBAETCS aHTHBHPYCHOE NporpamMmHoe obecneyenue Dr.Web.

VcTaHoBKa, KOHQUIypUPOBAHHE M YIPABJICHHUE CPEACTBAMHM aHTHBMPYCHOM
3aIIUTHl ocymecTasiercs cotpyanrkaM OI'BY «benropoackuit HHGOPMALMOHHbIH
bouw.

[Tonp3oBaTeNif0  3ampeliaeTcsi CaMOCTOATENIBHO BHOCHTh H3MCHEHHs B
HACTPOWKH aHTUBHPYCHOI'O IIPOrPaMMHOr0 obecriederus, ycTaHoBIeHHOro Ha APM.

[Tons30BaTeNI0 3ampeniaeTcss CaMOCTOATENBHO YCTaHABIMBATE MPOrPaMMHOE
obecrieuenne Ha APM. Ilpu HeoOXOaUMOCTH YCTAHOBKM IPOrpaMMHOIO
obecneuenus odopmisieTcs 3asBKa B aBTOMaTH3MpPOBaHHOW cucTeme Naumen
ServiceDesk (http://help.belregion.ru:8080/sd/). CorpyaHuKaMH entpa
nHpopMauoHHbIX TexHoloruii OI'BY «benropoackuii mHGOpMaHOHHBIH GOHIN»
(ITUT) ycTraHaBIHBaeTCs TOJNBKO JTMIEH3UOHHOE MpOrpaMMHOe obecreyeHue, npasa
Ha MCIIOJIB30BAaHHE KOTOPOTO MPUHAUIEKAT OPraHy BJIACTH.

[Tonp30BaTeNO 3anpellaeTcs COXpaHiaTh (CKa4MBaTh) U OTKPHIBATh (haiiasl Ha
APM 1 nepexoauTh MO THIEPCCHUIKAM, IMOJYYEHHBIM I10 JIEKTPOHHOM IMOYTE OT
HEU3BECTHBIX OTnpaButencil. Eciu oTnpaBuTeNb U3BECTEH, HO €CTh COMHEHHS B
HNOJTMHHOCTH NHCbMa, HEOOXOOUMO YTOYHHMTH y OTNpaBUTeNls (aKT OTIPaBKH
IIUCbMa JIMYHO, I0CJIE Yero COXPaHUTh BIIOJKEHHE U TEPE/ OTKPBITHUEM IPOBEPUTH
AHTMBUPYCHBIM NPOrpaMMHBIM oOecnieyeHreM. [{efcTBHA M0JIb30BaTeNsA ONUCaHbl B
npuioxeHuu Ne 1.

ITons3oBateno APM 3anpemiaercs MCNOIb30BaTh pecypchl ceTd IHTEpHET B
HECJ1y>KEOHBIX LEJIsX.

[Tons3oBatens nocne BrIo4deHUss APM, 00s3aH KOHTPOJIMpOBATH 3aIlyCK
AHTHUBUPYCHOTO  NPOrpaMMHOro  obOecrnedeHus, KOTOpoe  3amycKaeTrcss B
aBTOMATHYECKOM PEXKHMME, B 00/1aCTH AHENH 3a/1a9 ONEPAlIMOHHON CHCTEMBI I0JDKEH
oToOpaxkaThCsl 3HA4OK =) [Ipu oTCYyTCTBHMM 3HAa4YKa MOJIB30BaTENb 00A3aH COOOIMUTE
corpyaaukam LIUT odopmMuB 3asBKy B aBTOMAaTH3UPOBAHHON cucteMe Naumen
ServiceDesk.

[Tons3oBatens APM mepen OTKpbITHEM (aiioB, IMOMYYEHHBIX H3 BHEIIHHX
HCTOYHHKOB (JJIEKTPOHHAs MoyTa, ceTh MHTEepHET M ap.), 00sA3aH NMPOBEPUTH HUX
AHTHUBUPYCHBIM NPOrpaMMHBIM 00ecreyeHHEM Ha HAJIWYHe BPeIOHOCHBIX IIPOrPaMM.
ITpu noakmoyenun k APM cheMHBIX HocuTened nHdopMauuu (flash-nakonureny,
ONTHYECKHE IUCKH, xecTkue aAucku USB u T1.4.) momp3oBatens 00s3aH 3alyCcTHTh
IPOBEPKY TMOJAKIIOYAEMOr0 HOCHUTEN Ha HAJWYHE BPEJOHOCHBIX IIPOrpamm.
JleWicTBMS MOJIB30BATENs OMKCAHbl B MpUIOKeHUH Ne 1-1.

[Ipy BO3HMKHOBEHHMM IIOJO3PEHUsT HAa HAJIM4YHME BPEAOHOCHBIX IPOrpamMm
MoJIb30BaTeNb 00s3aH 3aMyCTHTh MOJIHOE CcKaHupoBaHue APM. JleicTBus
10JI30BATEJIs ONKUCAHBI B IPUIIOKeHUH Ne 1-2.

[lpy m[OAO3pEeHMHM HA 3apa)keHHWE BHPYCOM WM €ro OOHapyKEHHH
N0JIb30BaTeNb 0053aH NPHOCTAHOBUTH IKCIUTyaTauuio APM, OTKIHOYHTE €ro oT



[image: image2.jpg]NOKanbHOM BbIYHCAMTENbHOH ceTH [IpaBuTenbcTBa 00nacTH, H HEMELJIEHHO
coobwuTs 00 3ToM cotpyaHukaM LIUT odopmuB 3asiBKY B aBTOMAaTH3HPOBAHHOM
cucreMe Naumen ServiceDesk unu HanpaBuB cOOOLIEHHE M0 aapecy 3JEKTPOHHOM
noutsl: cit@belregion.ru . [Noakmoyenne APM k n0KanbHOH BBIYHCIHTENBHOH CETH
BO3MOXHO TOJILKO MOCJIE YAaneHHs BpeJOHOCHOH MpOrpaMMbl U €€ HCTOYHHKA.

[lpu nosenenud Ha d3KpaHe APM npeaynpexnatomux cooOlueHHH
(obHapyxeHHe  BHMpyca, HCTeYEHHS  CpOKa  JIMLUEH3HH, HeaKTyalbHOCTb
aHTHBHPYCHBIX 6a3) mnosb3oBarenb 00s3aH coobwuTh 0 HUX coTpyaHHkam OI'BY
«benropoackuit MHpOpMAUMOHHBIA (GOHA» NOo TenepoHy OGDOPMHB 3aiBKy B
aBTOMaTu3upoBaHHOMH cucTeme Naumen ServiceDesk.

[Tons3oBatens APM HeceT nepcoHalbHYI OTBETCTBEHHOCTb 338 HapylIeHHE
TpeOOBaHHI MO AHTHBHPYCHOH 3alUMTE H HCMOJIb30BAHHA HE JIHLEH3HOHHOTO
nporpaMMHoro obecneyeHus.

Hapyenue BbillieykazaHHbIX TpeOOBaHHI BeyeT 3a co00i OTBETCTBEHHOCTD,
NPeNyCMOTPEHHYIO JEHCTBYIOIUMM 3akoHozaTenscTBoM P® npHBeaeHHYIO B
npunoxeHun Nel-3,
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Iopsinok BeIGOpouHON nMpoBepkH daiios, nanok ¢ Qainamu
M CbeMHBIX HOCHTeJIeH HHpopManHu

B antuBupycHoit 3anmte Dr.Web wis opranusauuy BeIOOpOUHON NpoBepku daitia
WK Tanky ¢ ¢aiiaMu HeoOX0AUMO BBIIOJIHHUTE CIEIYHOIINE IEHCTBHS:

1. 3aiiTH B nanky, rie pacnoiokeH ¢ain WK nanku ¢ Qainamu.

2. Haxatb npaByi0 KHOIKY MBIIIH [0 UMEHH NpoBepsieMoro ¢aiiia, WM Nanku ¢
¢aitnamu. ITocne 3TOro OTKpOETCA MEHIO, IOKA3aHHOE HA PUCYHKE 1.

) Mucsmo.docx 14.02202014:30 ..
T ompem
E Mpasxa
Cozaate
Mewvate

& Mposeputs Dr.Web

Puc. 1. BbI30B KOHTEKCTHOI'O MEHIO Ha 00BEKTE MPOBEPKH

3. B packpriBuieMcss MeHI0 BbIOpath myHKT «[IpoBeputs Dr.Web». Ilocne storo
3aIyCKaeTcsl CKaHep aHTUBHPYCHOM 3allMTHI M BBIIOJIHAETCSA MPOBEPKA HA HAJTMYKE YIPo3.

4. [To OKOHYaHHHM CKaHHPOBaHHMA B OKHE OTOOpakacTci pe3yiabTaT INPOBEPKH C
yKa3aHueM oOHapyKeHHBIX 00BEKTOB U yrpo3. Ecim yrpo3sl OTCYTCTBYIOT, TO KaK I0Ka3aHO
Ha pucyHKe 2 Oy/ieT J0CTyITHA KHOIIKA 3aKPhITh.

§ Buibopouman nposepxa 3asepwena

ObHapy=eHo yrpos:

MNposepexo obvexToe:

Mpw nposepke yrpos He obrapyxexo.

’ 3axpuiTh ( 2)

Puc. 2. OKkHO pe3yIbTaTOB CKAHHPOBAHHUSA

5. B ciydae oOHapy)XeHHH CKaHEPOM yrpo3, OH IPEUIOKHT MX 00€3BPEIHTh, i
9TOr'0, COTJIACHO PUCYHKY 3 HEOOXOAMMO HaxKkaTh KHONKY «O0e3BpeMTEY.

JUiis IpoBeieH s IPOBEPKU Ha HAJIMYHME BPEJIOHOCHOIO IPOrpaMMHOr0 00eCeYeHHs
ChEMHOI'0 HOCHTE/IA MH(POPMALIMK CIETYET BBIIOIHUTD CACAYIONIHE JCHCTBHA:

1. IMoaxmwounuts K APM cbeMHBIH HOCUTEIb HHOOPMALIHH.

2. OTkpeITh «MOi KOMIIBIOTEP» W HaXKaTh NPABOH KHONKOH MBILIH 110 ChEMHOMY
HocuTeno uadopmainu (pUCYHOK 3).
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Puc. 3. [IpoBepka CbeMHOr0 HOCHTEIA HH(POPMALTHH

3. B packpbiBuiemcs meHi0 BbiOpaTh nyHKT «[IpoBeputs Dr.Web». Ilocne atoro
3aIyCKaeTCsl CKAHep aHTUBHPYCHOM 3aIMTHI M BBIIIOTHAETCS NIPOBEPKA HAa HAJTHYHE YTPO3.

4. ITo OKOHYaHHM CKAaHUPOBAaHHMs B OKHE OTOOpaXkaeTcs pe3ysbTaT NMPOBEPKH C
yKa3aHueM oOHapyKeHHBIX 00BEKTOB H yrpo3. Eciii yrpo3sl OTCYTCTBYIOT, TO Kak IOKa3aHo
Ha pHcyHKe 2 OyzaeT JoCTynHa KHOMKA 3aKpbITh.

B caydae o6Hapy:KeHHH CKaHEPOM YTPO3, OH MPEUIOKHUT UX 00€3BPEAUTS, V11 ITOTO
HeoOX0oauMo HakaTh KHOTIKY «O0e3BpeauTs» H 0OPMUTH 3aiBKY B aBTOMATU3UPOBAHHOM
cucreMme Naumen ServiceDesk (http://help.belregion.ru:8080/sd/).
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Iopsiiok npoBeeHAs NMOJIHOH NPOBEPKH

Jlns mpoBeieHus NMoHO# npoBepku APM Ha HaM4Me BpeIOHOCHOTO IIPOrPaMMHOT0

obecrnieyeHHs ClIeIyeT BhIIIOTHUTD CIEAYIOIHE IEHCTBHUA:
1.B nanem 3agauy  ONEPalMOHHOM CHCTEMBI HaXaTh, [OKA3aHHOW Ha

pucyHke 1, npaBoi KHOMKON MBIILIH 110 3HAYKY &

& Sws Dl ""»'

Puc. 1. ITanens 3agay onepauuoOHHON CUCTEMBI

2. B packpbiBIIeMCS MEHIO, MpPEICTAaBICHHOM Ha PHCYHKE 2, IOCIIEI0BATEILHO
BeIOpaTh TyHKTBl «CkaHep», 3ateM «llonmnas». B pesynbTare BBINOTHEHHBIX [AEHCTBHI
3aIyCTUTCS MoNHas nposepka APM.

2 e RS RN ikl B TR (TR
Dr.Web ans Windows @ Ckanep |
i Fo] MonDrweb Beicipan
! i q lNMpoeeprs spmtmueconx abnecrei Windows
| Q Nagerann {
{&1 WHCTpymenTm e
:Ent KOMNOHEHTE! 33LUMTS ‘I %; IBsbo:-cmaﬂ it
| () O6uosnesme e tpesyerc i
i | |
i Q Cxanep i
fa dh @ i dh @
©) BeIOOp CKaHepa 3alIUTI B) 3aITyCK TMOJTHOH NPOBEPKH

Puc. 2. 3amyck nonaHo# npoBepku

3. Mo OKOHYaHMHM CKaHMpPOBaHMA B oOKHe «[lomHas mpoBepka 3aBepILEHa»
oToOpakaeTcs pe3yIbTaT MPOBEPKH C YKa3aHHEeM OOHapy>XeHHbIX 00BEKTOB H yrpo3. Eciau
yTPO3bl OTCYTCTBYIOT, TO KaK NMOKa3aHO Ha pUCyHKe 3 OyJeT I0CTynHa KHOMKA «3aKphIThY.

Obsapy=eno yrpos:
MNposepeso obsexTos: 773

P BPOBEPKE YTPOS HE OGHADYWEHC

Jaxpuars (\E’)

= —_—

Puc. 3. OKHO pe3yapTaTOB CKAHHPOBaHHUA



[image: image6.jpg]4. B ciiyuae o6Hapy>KeHHH Yrpo3, CKaHep MpeUIOKHT UX 00e3BpeanThb, A1 3TOro,
COIJIACHO PHCYHKY 4 HeoOX0aMMO Haxarh KHONKY «O0e3BpeauTs» U 0QOPMHUTE 3aABKY B
AaBTOMATHU3MPOBAaHHON cucTeMe Naumen ServiceDesk
(http://help.belregion.ru:8080/sd/).

| (® Nposepka 3agepieHa v

Npoegepero cbvexron; 2636 Ofnapyxeso yrpos: |

HaCcTORTE MwHO PEKOMEHAYEM HEMELAeHHO OBEIFPRANTS BCE YTPONI.
Cravep Dr.Web npumesuT J8ACTENSA COTAIOHO0 HACTPORKAM.

Puc. 4. OkHO pe3yabTaTOB CKAHUPOBAHHUS u onapyxcemm 3.
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I'nasa 28. Ipecrymiienus B chepe KOMINbIOTePHOH HHpOpMAIHH

Cmamesn 272.  Henpasomepuwiii docmyn K Komnsviomepnou Hugpopmayuu

1. HempaBoMepHBIH JOCTYN K OXpaHseMOH 3aKOHOM KOMITbIOTEPHOH HH(OpMALUH, TO
ecTh HH(OPMaAIMK Ha MAILIMHHOM HOCHTEJIE, B 3JIEKTPOHHO-BBEIYHCIIMTEIbHON MalllMHE
(3BM), cucreme DBM WiIM HMX CETH, €CIU 3TO JAEAHUE IOBJIEKIO YHHYTOKEHHE,
OnoxupoBanue, MoauduKanMo JHOO0 KOMMpoOBaHHWE WHGOpPMALKMM, HapyIIEHHE
pabotel DBM, cucremsl DBM mim ux cetw, - HakasplBaeTca mrpadom B pasmepe OT
ABYXCOT J0 MATHCOT MHMHHMMAIBHBIX pa3sMEpOB OIUIaThl TpylJa MWIIM B pasMmepe
3apabOTHOM IUIaThl MJIH WHOTO J0XOJa OCYXKJCHHOTO 3a MEPHOJ OT JABYX 10 IATH
MecsleB, 00 HCIpaBUTEILHBIMI paboTaMHi Ha CPOK OT LIECTH MECALEB 10 OJHOI0
roja, m100 JHIIeHHEeM CBOOOIBI HA CPOK /0 ABYX JET.

2. To xe paesHHWe, COBEPLICHHOE IPYNIOH JIMIl MO MNPEABAPUTEIbHOMY CrOBOpPY WM
OpPraHM30BaHHOM TIpyNnoi Jub0 JIMIOM C MCIOTb30BAHHMEM CBOEro CIyXKeOHOro
MIOJIOXKEHHS, @ PaBHO MMewmuM aoctyn Kk OBM, cucreme DBM wmm ux cerm, -
HakasplBaeTcs wmTpadgoM B pasmepe OT MATHCOT JO BOCBMHCOT MHMHHMAJIbHBIX
pa3MepoB OIUIaThl TpyJa MIM B pasMmepe 3apaboTHOM IUIaThl MWJIM HMHOTO A0X07a
OCYKICHHOI0 3a IEPHOA OT MATH OO BOCBMH MECALEB, JUOO HMCIPaBHTEIbLHBIMH
paboTamMH Ha CpPOK OT OJHOrO roja A0 ABYX JIET, TMOO apecTOM Ha CpPOK OT Tpex 10
IIECTH MeCSALEB, MO0 JIMIIEHHEM CBOOOIbI HA CPOK JI0 MATH JIET.

C Co3o0anue, ucnonsvzosanue u pacnpocmpanenue Bpedonocuvix
mamopa 273.
npozpamm ons IBM
1. Co3manue nporpamm Juis OBM wunu BHeceHHe HM3MEHEHHH B CYIIECTBYIOLIHE
NPOrpaMMBbl, 3aBEIOMO MPHBOJAMIMX K HECAHKUHOHHPOBAHHOMY YHHYTOXXEHHIO,
OnokupoBanuio, Momudpukauuu MO0 KONMPOBAaHMIO HMHGPOpPMALMH, HApPYLIEHHIO
paborer OBM, cucrembr DBM uinuM uX ceTH, a paBHO HCMOIB30BaHUE JIHOO
pacmpoCTpaHEHHE TakKUX INPOrpaMM WM MALIHHHBIX HOCHTENEH C TakHMH
MporpaMMaMHK- HaKa3bIBalOTCS JIMIIEHHEM CBOOOIBI Ha CPOK J0 TPeX JIET O mTpadom
B pasMepe OT JABYXCOT [0 MATHCOT MHHMMAJILHBEIX Pa3MEpOB OIUIAThl TpyJa WIH B
pasmepe 3apaboTHO# IUIaTHl HIIH HHOTO JI0X0/1a OCYXICHHOTO 3a IEPHOJl OT JABYX 10
TISITH MECALIEB.
2. Te xe pesHus, IIOBJICKIIHE 10 HEOCTOPOXKHOCTH TSXKKHE IIOCHECACTBHSA, -
HAKa3bIBAIOTCA JHIIEHHEM CBOOOIBI HAa CPOK OT TPEX JI0 CEMH JIET.

Hapywenue npasun sxcnayamayuu IBM, cucmemvt IBM unu ux

cemu

1. Hapywenue npaBun skcruryarauuun OBM, cucremsr D9BM unm HMX CETH JIMIOM,
umeromuM goctyn k 9BM, cucteme DBM win UX CeTH, MOBJIEKIIEE YHHYTOXKEHHE,
O10KHpOBaHKe WK MOAH(PHKALMIO OXpaHseMOoH 3akoHOM MH(popManuun IBM, eciu
3TO JesHHE NMPHYHHHIO CYIIECTBEHHBIH Bpel, - HAaKa3bIBaeTCs JIMIICHMEM IMpaBa
3aHMMATh  OMNpeleleHHble  JO/DKHOCTH  WJIH  3aHHMAThCAd  OMNpEAeICHHOM
JICATEBbHOCTBIO Ha CPOK [0 IATH JeT, 1nbo obsA3arenbHbiMu paboTaMu Ha CPOK OT
CTa BOCBMHIECSTH JI0 IBYXCOT COPOKa 4acoB, THOO0 orpaHHYeHHeM CBOOO/IBI HA CPOK
110 IBYX JIET.

2. To xe [esHHe, TOBJEKIIEe TI0 HEOCTOPOKHOCTH TSKKHE TMOCIEACTBHUA, -
HaKa3bIBAETCS JHILIEHHEM CBOOOIBI HA CPOK JI0 YETHIPEX JIET.

Cmamuosa 274.
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BENFTOPOACKASA OBNACTb

NPABUTENbLCTBO BENrOPOACKOW OBNACTH
PACNOPAXEHWME

Benropon

«_ 27 »__CEHTHODH 2021 r. Ne 454-pI

O neHTpaHN30BaAHHOM
CHCTEMe AHTHBHPYCHOM 3aMUTELI HHGOpMANHA

B cootsercTuH ¢ PeepansHEM 3aK0HOM ot 27 uions 2006 roaga Ne 149-@3
«O6 uHbOpManuK, MHGOPMAMOHHBIX TEXHOJOTHAX ¥ O 3alluTe HHGOPMALM,
Vxazom Ilpesupenta Poccmiickoit ®enepauum OT 5 nexabpa 2016 roma Ne 646
«O6 yreepxnenun JlokTpuHbl uHpOpMarmoHHOK GesomacHoctH Poccuickon
Denepauumny»:

1. Onpenenuts AenaprameHT Umdposoro passuTs Benroponckoi oGnactT
(Mupomsukos E.B.) oprasom ucronnMTenbHO¥ Bracti Benropoxckod obmact,
YIIONHOMOYEHHEIM Ha ofecrnedeHue (GYHKIMOHMPOBAHAS  LIEHTPATH30BAHHON
CHCTEMBI AHTHBHPYCHOH 3alIUTE HHPOPMALMH.

2. Vreepouts IlonoxeHHe O LEHTPANTM30BaHHOH CHCTEME AHTHBHPYCHOM
3amuTH HHGopMALUK (TIpHIIaraeTcs).

3. PexoMeHIOBaTh pPYKOBOAMTENAM OPraHOB MECTHOTO CaMOYNPaBJICHHA
Benropoacko# 061acTH, pyKOBOJHTE/AM OpraHM3alliii, IOABEIOMCTBEHHEIX OpraHaM
rocyJapcTBeHHOM  Bnacté  benroponckodf  obnmacTd, opraHaM  MECTHOIO
caMoyIpaBleHns Benropoickol ofyacTH, NPHHATE ydacTde B OGecIedeHHH
(GyHKOHOHAPOBaHWA  LEHTPATM30BAHHOM  CHCTEMEI AHTUBHPYCHOM  3AIIHTEI
uHbOpMALMH C COOIIOICHNEM TTOJIOXKEHHY HACTOSALIEr0 PacIIOPsHKCHHA.

4. KoHTpons 32 WCHONHEHHEM HACTOSINEr0 PAaCHOPSIKEHHS BO3JIOKHTH
Ha JenapTaMeHT Iuposoro paseuTus Benroponckoit o6nactd (MHpPOIIHIKOB E.B.).

TI'yGepuaTop

Bearopoxckoii 06.1a B.B. I'nagkos
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YTBEPXKIEHO
pacnopsiokenuem IIpaBuTennerBa
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Ilonoxenue
0 HEHTPAJIH30BAHHOH CHCTEeMe AHTHBHDYCHOM 3aLHThI uHdopmanuu

1. O6mue nonoxenus

L.1. TTonoxenne © wLEHTpaTM30BAHHOM CHCTEMe aHTHBHPYCHOHN 3alllUTHI
HHQOpMAaUMK (Hanee COOTBETCTBEHHO — Ilonoxenne, cucrema AB3, AB3)
Pa3paboTaHO B LENAX ONpeNeeHns eTHHOrO MOPSAAKA OCHAIEHHS cpencteamu AB3
OpraHoB IOCYNapCTBEHHOH BnacTd bBenroponckod o6nacTd, OpraHOB MECTHOIO
camoynpasieHus: benropozckoif o6nacTd M MOABENOMCTBEHHEIX UM OpraHu3anui,
TIOAKIIOYCHHBIX K LEHTPaNH30BaHHOH cucreMe AB3, o6HOBmeHHs 6a3 JaHHBIX
M HX OKCIUlyaTalHW, B TOM YHCIE pacrpejeNeHHs IIOJHOMOYHMil omeparopa,
aIMHHHCTPATOpA U I0JIb30BareNneit cpencte AB3.

[lonoxxenue pa3paboTaHo B COOTBETCTBHH ¢ DezepanbHBIM  3aKOHOM
ot 27 monst 2006 roma Ne 149-03 «O6 uadopmanym, HH(QOPMaMOHHEIX TEXHOIOTHIX
M 0 3ammuTe HHOOpMmamuu», Yxasom Ilpesmmenta Poccuifckoit Qenepanuu
ot 5 nekabps 2016 roma Ne 646 «0O6 yTBEpXIEeHHH JIOKTPHHBI HHPOPMALMOHHOIN
6esonacroctn Poccniickoit @eneparim».

1.2. Tlensto  co3jaHust LeHTpanu3oBaHHON cucTemsl AB3  sBisercs
IpEAOTBPAIlICHHE 33apPaKEHHS M MUHMMH3aUHA BO3LEHCTBHS BPEJOHOCHOTO
IPOrpaMMHOro o0ecIieueHus Ha aBTOMATH3MPOBAHHEIE paGoure MecTa, CepBepHl,
MH(GODMAMOHHbIE CHCTEMBl H pPECYPCHl OpraHoB rOCYAapCTBEHHOH BNACTH
Benroponckoit obnacth, opraHoB MecTHOTO camoyrpasiesus benropoackoit o6nactu
M IOABENOMCTBEHHBIX MM OpraHM3alUMif, NOAKIIOYEHHBIX K LEHTPATH30BAHHOU
cucreme AB3.

1.3. 3apmavamu coznanus cucremsl AB3 spasroTes:

1.3.1. OGecrievenme cpepcteamu  AB3  BEIYHCIMTENBHOM  TEXHHKH
(aBTOMaTH3MpOBaHHEIE pabouHe MecTa, cepBepa), 3KCIUIyaTHpYeMOM OpraHaMu
rocynapcTBeHHod  Bnactd  bemropomcko#t  ofnactH, OpraHaME  MECTHOTO
CaMOoyIIpaBIIeHHA Benroponckoit obnacru )} NOJIBEJOMCTBEHHBIMU
UM OpraHU3alUsIMH.

1.3.2. lleHTpanu30BaHHOE ynpaBleHHe NMOJIHTHKOH AB3 HH(pOpMaLUH.

1.3.3. Koutpone  paGorocnocobuoct  cpemcrs  AB3, mojaepKaHue
B @KTYyalbHOM COCTOSHMHM BEPCHM  TIporpaMMmHOro obecrneueHns AB3
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1.4, Cucrema AB3 Bxmodaer B ce0s KOMIUIEKC OpraHH3alMOHHBIX
MEpOIPHATHIA, aAMUHHACTPATHBHEIX MEp M IIPOrpaMMHEIX cpeacts AB3.

2. IToussTHA M HX OUpeaeeHus

2.1. B ITonoxxeHHH HCTIONB3YIOTCS CIENYIONIUE IOHSITHSA:

2.1.1.APM - apromarH3upoBaHHOe paodee MecTO (II€PCOHAIBHBII
KOMIIBIOTEpP, MOHOOJIOK, HOYTOYK, IIJIaHIIET).

2.1.2. AB3 — anTuBHpyCHas 3a1HTa.

2.1.3. Cucrema AB3 — NeHTpanu30BaHHAS CHCTEMAa AHTMBHPYCHOH 3alMTHI
uHpopmanyu APM, cepsepoB, MH(OOPMALMOHHEIX CHCTEM H PECYPCOB OPraHOB
FOCyNapCTBeHHOH  BiacTH  bBenropozckodf  o6macTH, OpraHoB  MECTHOTO
camoymnpasieHHs benropozcko#t 061acTH 1 OABELOMCTBEHHBIX KM OpraHH3alyil.

2.1.4. Cybsext — opran rocynapcTseHHoi BnactH Benroponckoif o6iacTw,
OpraH MECTHOro camoympasieHHs benropoxackoit obmacTH, NoxBeAOMCTBEHHAS
UM OpraHH3auus, NoAKno4yaemMas K cucreme AB3.

2.1.5. PykoBomurens cyGbeKTa — pyKOBOIMTENh OpraHa rocyIapcTBeHHOM
BIacTH benropozckoit o61acTH, opraHa MECTHOTO CaMOyMpaBJIeHHs benroponckoi
00nacTH, NOABEAOMCTBEHHOM UM Oopra=u3aluH, NOOKIIYaeMoi K cucteme AB3.

2.1.6. CerMeHT — 3TO COBOKYHHOCTH JKCILTyaTHpyeMsix APM u cepsepos
cybBeKTa, MonKmoyaeMsIX k cucreme AB3.

2.1.7. AIMMHHCTPAaTOp CerMEHTa — 5TO YNOJHOMOYEHHBIH COTPYIHHK
cybvekTa, oTBedaromuii 3a paborocnocobrocTs cpencts AB3 Ha APM m cepBepax
cybbexTa.

2.1.8. TToxs30BaTens — paboTHUK CYOBEKTa, OCYIECTRISIONMIE KCIUTYaTALIIO
APM u cepBepoB I HCIIONHEH s BO3NOXKEHHBIX Ha HEro 06s3aHHOCTEH!.

2.1.9. YonnomoueHHsIf OpraH — OpraH  HCIOJHHTENBHON  BNACTH
Benroponcko#t  obmactd, onpesenseMblfi NPaBOBBIM  AKTOM [IpaBuTenscTBa
Benropozckoit o6nacry, KoTopklii oGecneurnBaeT GyHKIMOHApOBaHHe chcTeMsl AB3.

2.1.10. Oneparop cucreMel AB3 — moaBeSOMCTBEHHAS YIOTHOMOYEHHOMY
OpraHy OpraHusalus, olpenenseMas [IPAKa30M YIIOJIHOMOYEHHOTO.

2.1.11. JIBC — nokasnsHas BEIYUCIHTENHHAS CETb.

2.1.12. TTonmuruxa AB3 — Ha6op TpeGosanuii x peanusauuu AB3, wacTudHO
OCYWIECTBNSIEMBIH  [IyTEM HACTPOHKH IapaMeTpoB paboTHl  AHTHBHPYCHOTO
IIPOrpaMMHOro obecrneqyeHusl.

2.1.13. Cpexcrsa AB3 — nporpaMMHOe ofecriedeHue, BLIOHsIomee GyHKIUH
CKaHUPOBaHHUs (aiJIOB Ha HalMyHe BHPYCOB, OGIIOKMPOBaHHME 3apakKeHHBIX (aiioB
¥ HHQOPMHUPOBaHKE ITONIB30BATEIS, AfMHHUCTPATOPA CErMEHTA U OTIEPATOPa CHCTEMEI
AB3 o BupycHoi aktusHocTH B JIBC.

2.1.14. BITIO — BpenoHocHOe IporpaMMHOE ofecredeHue, IpefHa3HaueHHOoe
Ui OCYLIECTBJICHUS  HECAHKIHOHMPOBAHHOIO  JOCTyma K  uH(OpMauuu
¥ (W1H) BO3eHCTBHS Ha HH(POPMALMIO WM pecypChl HH(GOPMAIMORHOM CHCTEMEL.
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2.1.15. Bupyc — nporpamma, crioco6Hast Co31aBaTh CBOM KOIUM (Heobs3aTebHO
COBIANAIOIHE C OPHUTMHATOM) M BHEIPATh MX B (ailiibl, cHcTeMHBIe 06JacTH
KOMIIBIOTECPa, KOMIIBIOTEPHBIX CETEH, a TaloKe OCYIIECTBISTh HHEIE NEeCTPYKTHBHEIE
HEeHCTBHUS.

2.1.16. BupycHas akTHBHOCT — HapyIIeHHe HOPMATBHOTO (GyHKIIMOHUPOBAHHUS
nu60 npekpamenue GYHKIHOHKPOBAHHS ONEPAHOHHO# ciucteMsl APM miu cepsepa
BeneicTeHe 3apaxkeHus BITO.

2.1.17. BupycHas snuaeMus — HapyIeHHe HOPMAILHOTO (yHKIHOHUPOBAHMUS
nHb0 npexpaiente GyHKIMOHHPOBaHHS ONEePALMOHHEIX cucTeM APM Wi cepBepos,
B TOM YHCIIE He CBA3aHHBIX MeXIy COOOH JIOKalBHOM CETBI, BO3HMKAIOIIEe
B pe3ynpTaTe DaclpOCTPaHEHHs IPOrpaMMHBIX BHPYCOB M XapaKTepH3yIoLeecs
NPHHHEHUEM MaTePUABHOTO yinepba.

2.1.18. MuopMaLMOHHas CHCTeMa — COBOKYITHOCTH Cofepxaiueiics B 6azax
JaHHBIX MHQOpMauuM M obecriednBaomux ee 06paboTKy HHMOPMAIMOHHBIX
TEXHOJIOIMH ¥ TEXHHYECKUX CPENCTB.

2.1.19. IndopMalMOHHEIE peCypesl — OTHAENbHBIE JOKYMEHTH M OTHCIBHBIE
MacCHBBI NOKYMEHTOB, JOKYMEHTHI M MacCUBHI JOKYMEHTOB B HMH(OPMALHOHHBIX
cucremax  (Oubnmorexax, apxuBaX, ¢oHmaXx, GaHKAX JAHHBIX, JAPYTHX
HH(OPMALMOHHEBIX CHCTEMAX).

2.1.20. Bnazgenen MHGOPMALHOHHOTO pecypca, MHGOPMALMOHHOM CHCTEMBI —
CyOBEeKT, OCYIIECTBISIONIMH BlIafieHHe, [ONB30BAHUE YKA3aHHBIMH OOBEKTAMH
H pacliopspKeHHe B NpefieNax, YCTaHOBIEHHEIX 3aKOHOM.

2.1.21. Mudopmanys — CBeIeHHS O JHLAX, NpeaMmerax, GakraX, COOBITHAX,
SIBJICHHAX H IIPOLIECCaX He3aBUCHMO OT (YOPMEI MX Mpe/ICTABIEHHU.

2.1.22. HecaHKUMOHMPOBAHHBI  JOCTYD — JOCTYn K HH(OpMAIHH,
HapylWaloluid MpaBuja pasrpaHAYeHHs MOCTYIAa C HCIOJIb30BAaHMEM IITATHEIX
CPEICTB, IIpeoCTaBIAEMBIX CpeACTBaMH BBIYHCIIMTENILHON TEeXHUKH

WJIA aBTOMaTH3MPOBAHHEIMU CHCTEMAMH.
3. Cucrema AB3

3.1. Ilpn opraumsauum cucremsl AB3 wucnonesyercs cpenctsa AB3,
ycraHaBnuBaeMmele Ha APM u cepBepax cyOBeKTOB, JOITYCKAIOIIHE IMCTAHIMOHHOE
ynpasinenue AB3.

3.2. 3ajayu cucreMsl AB3 peanusyiorcs NMOCPEACTBOM (YHKIHOHUPOBAHHS
YTIOTHOMOYEHHOI'0 OpraHa, oneparopa cucreMsl AB3, cy0peKTOB, a AIMHUHHCTPAaTOPOB
CEerMeHTOB M I10JIE30BaTeel.

3.3. YnonHoMOYeHHbIi OpraH OCYIECTBIIET CeRyIOKe QYHKLIMH:

- obecnevuBaer pa3paboTKy IPOEKTOB IPaBOBEIX aKTOB, PEriaMEeHTHPYIOLIHUX
(GyHKOMOHHpOBaHH)E U pa3sBUTHE cHCcTEMEI AB3;

- OCYIIeCTBIISeT IIaHUPOBaHUe %4 IIPOBEICHHE MEpPONPHUATHHI
T10 TIOBBIIIEHKIO YPOBHS 2HTHBUPYCHOM 3alI{HTEI;

- OCYILIECTBIISET aHAU3 COCTOSIHUA M COBEPIIEHCTBOBaHHE CHCTEMEl AB3.
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3.4, OyHKUMH YIIOJTHOMOYEHHOTO OpraHa 06ecleYHBaeT ONEpATOp CHCTEMEI
AB3.

3.5. Onepatop  cucrems: AB3  ompegensercs  npaBOBEIM  aKTOM
YIIOJTHOMOYEHHOI'0 OpraHa.

3.6. Oneparop cucremsl AB3 BEIIONHSET ClEAYIOMHe QyHKIMU:

- OCYINECTBIIET KOHTPONL COCTOSHHS cucTeMbl AB3, monuepxuBaer
B aKTyallbHOM COCTOSHHHM BepCHH cpelcTB AB3 u aHTHBHPYCHBIX 0as Ha cepBepax
LEHTPaJIN30BaHHOI0 YIIpaBlIeHus cucreMmoit AB3;

- BBINOJHAET ycTaHOBKY cpenctB AB3 Ha APM mnone3oBateneil u cepsepa
B IIpeJieNax [0JHOMOYHHM, OpE/IeNIeHHbIX YIIOJHOMOYEHHEIM OPraHoM,;

- TPeoCTaBiIieT NOCTYN K cucteMe AB3 anMuHMCTpaTOpaM CerMeHTOB;

- obecreynBaeT KOHTPONb 32 HENPEPHIBHEIM (DYHKIMOHUPOBAHUEM CHCTEMBI
AB3; '

- OCYWIECTBIISET CO3AaHHE, PACIIPOCTPAHEHUE U YIpaBlIeHUe IONUTHKON AB3
cucreMbl AB3 BepXHero ypoBHS;

- OCYIIECTBJIAET  BBIOJHEHHE MEpOTIPHSTHI o JOKaNH3alHy
H yHaleHHIO NMPOrpaMMHBEIX BHPYCOB M OOECIEYEHMIO JIMKBHIAIWH IIOCNENCTBUM
3apaXeHHus, paccileNOBaHUA HHIUIEHTOB.

3.7. st ocyIuecTBIEHHs YCTRHOBKM M KOHTPOJIsS pabOTOCIIOCOBGHOCTH CPEICTB
AB3 na APM ¥ cepBepax CyObeKTa PyKOBOLHMTENE CyOBEKTa NpUKa30M Ha3HA9aeT
aJMMHUCTPAaTOpa CerMeHTa K3 4YHCla INTATHBIX pabOTHHUKOB KUIM IIPHBIEKAET
Ha JOrOBOPHOM OCHOBE BHEINTATHBIX CIIELMANMCTOB, HMEIOLIMX KOMIIETEHIIHH
B obecreuernuu AB3,

3.8. AZIMHHHCTpPATOp CErMeHTa BEIMOIHSIET CIeAYIOMEe QY HKIUH:

- ycraHaBnuBaeT cpencts AB3 na APM u cepBepa monb30Batelei cyGpexTa;

- obecrieumBaeT KOHTPONb cOCTOSHHsS AB3, momgepxaHne B aKTYaIbHOM
COCTOAHMM BepcuH cpencts AB3 u anTuBHpycHEIX 6a3 Ha APM u cepsepax cy6nexTa
H TIOIBEJIOMCTBEHHEIX CyOBEKTY OpraHM3alUsX IIPH KX HATHYMH;

- ofecreynBacT KOOPAMHALMIO ¥ KOHTPOJh 3a cocrosHueM AB3
B IOJIBEIOMCTBEHHEIX CYOBEKTY OpraHH3alUAX P X HAJIHYAH;

- OCYIIECTBIIET MpeACTaBlI€HHe HMH(OPMalMM B YNOIHOMOYEHHBIH Opra
u oneparopy cucteMsl AB3 o xozme pabor mo obecneuenuio cpeactBamm AB3
APM 1 cepBepoB cy6beKTa i OABEIOMCTBEHHBIX OPraHU3allii IIPH MX HAJHYHH;

- OCYIUECTBISIET NpeINCTaBICHHE HH(GOPMaUMM B YIONHOMOYEHHEIM Oprau
H ornepaTopy cucTeMsl AB3 o MOHHTOpHHre paboTOCIOCOGHOCTH YCTAHOBIEHHBIX
cpenctB AB3 M 0 MeponpMATHSX IO BOCCTAHOBIEHHIO MX paboTocrnocoGHOCTH
4 HEeJIONyIIEeHKIO pacnpocTpanenus BIIO;

- BBINOJIHAET MOHMTOPMHI' BUPYCHBIX HHIMIEHTOB, OIIEPATHBHO pearwpyeT
Ha BO3HUKaonue uHuuneHTH B JIBC cybonekTa;

- ofecneunBaeT 03HAKOMIIEHHE TI0JIb30BaTeNel ¢ [10I0KEeHHeM IO IIO/IITHCE;

- NPOBOAMT HHCTPYKTaXX mnonb3oBareneit 1o AB3  uHbopmauunw,
obpabateiBaemoit Ha APM U cepBepax cyOneKTa;

- OCYIUECTBISIET KOHTPOJIb 34 BBINOJIHEHHEM IIONB30BaTelsIMH Mep no AB3
MHQOpMALliK;  OCYI[ECTBISET KOHTPONL 3a  cobmoneHueM  IlomoxeHHs
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3.9. Onepatop cucremsr AB3 u aIMHHHCTPATOD CErMEHTa HECYT
OTBETCTBCHHOCTh 32 HEHUCIONHEeHHe (HeHaylexamiee HCIIOTHEHHE) BO3JIOXKEHHBIX
Ha HEX 00513aHHOCTe! B paMKaX peaH3aliy Mep o AB3.

3.10. CyGwekr BRIIONHSET ClIeAyIONIHE QyHKIAK:

~ ucnonsser [Tonoxenue;

- HasHa4aeT aJMHHHCTPATOpa CEerMeHTa;

- ©XCKBAPTAIBHO HE IO3ZHee 25 yMCia Mecsua, CIEAYIOMEro 3a OTYETHEIM
KBapTaNoM, HH(OPMHDYET YHNOJNHOMOYEHHBIH OpraH o cocTosHMH AB3 cyOnekra
1 IIOZIBEJOMCTBEHHBIX €My OpraHH3aLMif IIPY UX HATHIHH.

3.11.Cy6nexr Bupase ycunurs AB3 uHpopManyH, 06pabaTsiBaeMoif B CBOMX
MH(DOPMAUMOHHEIX CHCTEMaX H pecypcax. B Clly4ae CaMOCTOSTEIBHOTO YIpaBJIeHUs
NONMATHKOH AB3 CyOBeKT HeceT OTBETCTBEHHOCTE 38 HEHCIIONHEHHE (HeHamnexaiee
HCTIONHEHHe) TpeGoBanuii monutuku AB3 Bepxmero YPOBHS B paMKaX peanu3alii
Mep o AB3.

3.12. PyxoBomutenu cy6bekToB HECYT OTBETCTBEHHOCTh 3a COOJIIOZEeHHE
4IMHHUCTPATOPaMH CErMEHTa H NOoIb30BaTelsIMU TpeboBanwmit [TonosxeHus.

3.13. PykoBonureny cy6heKTOB HECYT OTBETCTBEHHOCTS 32 OpraHHM3anuIo Mep
110 AB3 B oZ1BeIOMCTBEHHEIX CYOBEKTY OpraHM3alHUsIX NPH UX HAJTHYHH.

3.14. Tlpa nocTpoeHHH KOMIIEKCHOH cucremMsl AB3 u OpraHH3aLuK
SMIENOHUPOBAHHOH NpoBepkyu Ha Hamuuue BITO pykosonuTens cyGbexTa, Blanenbua
MH(OPMAaLMOHHOTO pecypca, HH(POPMALMOHHOK CHCTEMBI MOJKET [IPHHUMATE
PCIICHAE O BO3MOXHOCTH HCIONB30BaHMs cpeacTs AB3 Ha cepsepax, OTIHYHBIX
OT YCTaHOBJICHHEIX Ha APM nons3oBareneif. Pemrenue nomxHo GBITH OTpaXkX€HO
B [IPaBOBOM aKTe CyObeKTa 00 OpraHH3alLuy 3alMTh HHBOPMaLHH, obpabaTeiBaeMoit
HH)OPMALHOHHO# CHCTEMOH, MH(OPMAIIHOHHEIM PECYPCOM.

3.15. Tlomb3oBaTeNs HeceT OTBETCTBEHHOCTH 32 BBITIONHEHHE TpeboBanmit
110 obecneyeHuro paborocmocobrocT AB3 Ha SxcruryatupyeMom APM mmu cepsepe.

3.16. O6s3aHHOCTH 1OJB30BATEIS:

- ybenutscs B paBoOTOCIOCOGHOCTH — YCTAHOBIEHHBIX cpencte  AB3
npH BKMoveHnH APM unu cepsepa;

- TpOBEpATh Ha HaMyMe BHpPYcoB W Apyroro BIIO aiinel, momyyeHnHsie
U3 BHEIIHMX HCTOYHUKOB (JEKTPOHHASA 110YTa, CETh HnTepHer u ap.);

= 3allyCKaTh IPOBEPKY CheMHBIX HOCHTENeH HH(opManuy (¢irem-HaKkommuTe,
ONTHIECKHE IMCKH, xKecTkue IuckH USB u T.4.) Ha Hanmuyre BITO npu nonkmovyeHny
ux Kk APM;

- HMH(QOPMHPOBaTh aJMUHACTPATOPA CErMEHTa HIIH omneparopa cucrems! AB3
O BUPYCHO# aKTHBHOCTH Ha 3KCIUTyaTupyemMoM APM unu cepsepe.

3.17. Tlons3oBaTensim 3ampernaeTcs:

- CaMOCTOSTENBHO yCTaHaBIUBaTh IporpaMMHoOe obecnieueHue
M OCYWIECTBIATS OOHOBIEHHE TPOIPaMMHOTO OGECIeueHHs, YCTAHOBJIEHHOIO
Ha sKcruryaTupyeMoM APM unm cepsepe;

- OPEANpHHUMATh AEHCTBHS IO OTKIIOYEHMIO MM BHECEHMIO H3MEHEHHi
B HaCTpOHKH cpencts AB3 urdopmanun ciucremsr AB3;
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- Hcrons3osate APM, cepsepa, pecypcest cetn HnTepHer u KOPIIOPaTHBHYIO
JIEKTPOHHYIO IIOYTY B HECTYXeGHBIX LENX;

- 3KCIUTyaTalus APM H CepBepOB Oe3 YCTaHOBNEHHBIX
Ha HUX cpencTB AB3 M Hanu4us akTyanrbHBIX aHTHBHpPYCHBIX 6a3 BITO.

3.18. VeranoBky mnporpaMMHOTO ofecriedeHHs, a Take OGHOBICHHE
YCTaHOBIICHHOTO panee Ha APM u cepepax He0GXOMMMO IPOH3BOAUTE TONHKO IIOCITE
TIpoBepky cpeAcTBaMu AB3 ycTaHOBOWHBIX (aifiioB (AMCTPUOGYTHBOB) M HANHUUS
MH(OPMaLHOHHEOTO coobmenus cpeacts AB3 06 orcytcrBuM BITO.

4. Ilopsinok HHGOPMHPOBAHMS 0 BHPYCHOM AKTHBHOCTH

4.1. CsoeBpeMeHHOE HMH(OPMHUPOBAHHE aIMHHHCTPAaTOPOB  CErMEHTOB
1 oneparopa cucTeMsl AB3 0 BHPYCHOM akTHBHOCTH SBISIETCS COCTABHON YaCTEHIO
cucremsl AB3.

4.2. Ilpn BO3HMKHOBEHHH Ype3BEIYANHEIX CHUTyauu# (BHDYCHBIX SNHIEMHII)
oneparop cucremsl AB3 HampaBiseT afMUHHCTPaTOpaM CerMEHTOB PEeKOMEHIaLUH
10 MpeoTBpammennio 3apaxennit APM u cepsepos BITO no snexTpoHHO# mouTe.

5. [leidcTBus npu oOHApYKeHHH BHPYCOB

5.1.  Ilpu BOSHHKHOBEHHH MOJO3PEHHs Ha Hammuue BITO (Mennennas pa6ora
APM, nosBneHun coobmenuit o6 ommbKax YCTAHOBIICHHBIX MPUIOXKEHHIH)
TOJIB30BATENh 00f3aH 3AlyCTHTH MOJHOE CKaHUPOBAHNE 3KCIIyaTHpyemoro APM,
CepBepa Ha HalM4YHe BUPYCOB.

5.2. Ilpu moORO3peHWH Ha 3apaxKeHHe BHDYCOM WIH €ro oOHapyXeHuH
TONB30BaTENb 0053aH NPUOCTAHOBHTE SKCIUTyaTanmo APM, oTkmouuTs ero ot JIBC
CyOBEKTa M HEMEUIEHHO COOGIIMTH 06 3TOM IT0 Tene(OHy aIMHHUCTPATOPY CEerMeHTa
" (W) orreparopy chcteMsl AB3.

5.3. AJIMHHHCTPATOp CErMeHTa HIH onepaTtop cucTeMbl AB3 B cBOMX 30Hax
OTBETCTBEHHOCTH NPUHHMAIOT DELIeHHe O MepaX 10 JIOKAIM3aUWK ¥ YAAICHHIO
TIpOrpaMMHEIX BHpycoB Ha APM u cepBepax M 06ECNEYEHHIO JIMKBUAALHH
nocjeacTsuit 3apaxxerus BIIO.

5.4. Tlpu HEBOIMOXHOCTH JHKBHJALHMH nocneACTBHi 3apakeHus BIIO
TIpH TIOMOIIHM CHCTEMBI Y[2IeHHOTO MOHMUTOPHHTA U aJMHHHCTPHPOBAHUS CHCTEMEI
- AB3 u (unH) 11t IPOBEEHNS aHATH3a IPHYHH BO3HUKHOBEHHS yrpo3 6e3onacHoCTH
MHQOpMalHH, CBA3aHHEIX C jeiicTBHeM BITO, ITois3oBaTend 1o COTJIaCOBaHHIO
C aIMHHHCTPATOPOM CErMeHTa 06A3aHEI:

- NpPenocTaBHTs  omeparopy cuctemsl AB3  3apaxkeHHoe cpeacTBo
BEIMHCIHTEIBHOM TEXHHKY;

- TpH  HEBO3MOXHOCTH  NpPEAOCTABJIEHWA  3apAXEHHOrO  Cpe/CcTBa
BEITHCIIUTENPHOH  TeXHHKM chOpPMHpOBaTE o06pa3 [MCKA ¥  HANpPABUTE
€T0 C NPHIOXKEHHEM COOTBETCTBYIOIIErO CONPOBONUTENLHOIO JOKYMEHTA ONEpaTopy
cucreMsl AB3;
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- TPOBECTH  MEpONpPHATHS 10  aHaJu3y NPHYAH  BO3HHUKHOBEHHMS
M Heltpanusanuy yrpo3 6esonacHocTu HHGOpMALHH, CBI3aHHEIX ¢ AekcTereM BITO,
H COOOLIATL O NPHHATEIX MepaxX omeparopy cHctemsl AB3 u ymomsoMoueHHOMY
OpraHy B Te4eHHE 24 4acoB ¢ MOMEHTa OOHapyKeHHS yIpo3.




Приложение 3.

Информация о дополнительных мерах по обеспечению информационной безопасности при работе с электронной почтой.

Если вы получили письмо по электронной почте, вам необходимо:

- внимательно проверять адрес отправителя даже в случае совпадения имени с уже известным контактом;

-
 не открывать письма от неизвестных адресатов;

-
 проверять письма, в которых содержатся призывы к действиям (например, «открой», «прочитай», «ознакомься»), а также с темами про

финансы, банки, геополитическую обстановку;

-
 не переходить по ссылкам, которые содержатся в электронных письмах, особенно если они длинные или, наоборот, используют сервисы

сокращения ссылок (bit.ly, tinyurl.com и т.д.);

-
 не нажимать на ссылки из письма, если они заменены на слова, не наводить на них курсор и просматривать полный адрес сайтов;

-
 проверять ссылки, даже если письмо получено от другого пользователя информационной системы;

-
 не открывать вложения, особенно если в них содержатся документы с макросами, архивы с паролями, а также файлы с расширениями RTF, LNK, СНМ, VHD;

-
 внимательно относиться к письмам на иностранном языке с большим количеством получателей;
-
 направлять все подозрительные письма на почтовый ящик электронной почты avz@belregion.ru
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